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SECURITY IMPERATIVE:
ENABLE BUSINESS TO

ADVANCE ITS MISSION ...
SAFELY!




—® AND IF YOU DON'T HAVE SAAS YET, IT'S COMING

Compa

nies are picking a “cloud stack” of business services...the difference

being these new technologies are cloud-based and designed for collaboration.
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WHO PROTECTS CLOUD? (HINT: YOU,)

Shared responsibility model

©
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Responsibility

Information and data
RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER

Devices (Mobile and PCs)

Accounts and identities
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Identity and directory infrastructure

Applications

RESPONSIBILITY VARIES BY SERVICE TYPE

Network controls

Operating system
Physical hosts
RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical network

Physical datacenter

Microsoft . Customer



—® /5% OF CLOU

The SaaS Provider handles all aspects except for
Identity and access management, client devices
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controls, and data accountability.
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The Customer (you), therefore, must understand users,
devices & data related to that service.
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“89% of companies use SaaS”*

y !

"Up to 95% of cloud breaches
occur due to human errors.” ™

* Source: IDG

** Source: Gartner

DS 1O BE A PRIORITY

“...someone in your organization should do regular audits
to detect potential abuse” - Salesforce

box

a=slack 22 Dropbox

GitHub I Office 365

ALWAYS ON, ALWAYS REACHABLE TARGETS

USERS OVERSHARE AND AUTHORIZE APPS

LACK OF EXPERTISE IN CLOUD DETECTION

OVER-ACCESS INCREASES INSIDER RISK

POORLY UNDERSTOOD, DISPARATE AUDIT LOGS




CLOUD SECURITY IS THE SAM

. AND DIFFERENT

e Enable the business to advance its mission ... SAFELY.

e Protect the business but also allow for the business — productivity, cost savings, and
innovation are largely why organizations are going to SaaS/PaaS/laaS. If you (as security)
hurt these, you will not be popular.

e Review and monitor access

e Review and monitor privileges

e Review and monitor configurations
e Review and monitor behavior

So not that different from on-premise?

Yet the networks, assets, applications might not be under any of your control.



WHAT'S SECU

e Protect account access

e Enable responsible use

RITY'S AIM

e Enable responsible collaboration
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e Detect misuse, compromise, and other unwanted behavior

e |nvestigate and cleanup when there’s a problem

“The absence of disease does not mean health.”

DX




INTRO TO SAAS CLOUD DETECTION

e Often, the primary goal for SaaS is to keep the adversaries out. This is a smart primary
goal.

e Then you likely want to understand privileged activity, and any changes to privileged users.

e From here, understanding how your information might be exposed, such as sharing files
broadly or buckets created.

e Then, observing any increases to the surface area by adding third party apps and/or new
user accounts.

 Finally, insider threats, especially in IP-heavy companies and industries



DETECTION:

Search

Activities

User logged in ~

Start date

2020-01-08

End date

2020-01-16

Users

. )
SNOW IreSuits 1C

File, folder, or site @

00:00

00:00

<

<

Add all or part of a file name, folder name,

or URL.

Q_ Search

-+ New alert policy

+ New Retention Policy

Date

2020-01-15 14:42:08

2020-01-15.14:42:08

2020-01-15 11:41:54

2020-01-15 11:41:54

2020-01-15 11:41:54

2020-01-15 08:41:55

2020-01-15 08:41:55

2020-01-15 05:41:49

2020-01-15 05:41:48

2020-01-15 02:41:46

2020-01-15 02:41:46

2020-01-14 23:41:50

2020-01-14 23:41:50

2020-01-15 15:29:05

2020-01-15 15:27:26

2020-01-15 15:24:03

2020-01-15 15:19:05

OGINS

Results 300 results found (More items available, scroll down to see more.)

IP address
34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

34.200.8.251

104.183.139.113

104.183.139.113

104.183.139.113

104.183.139.113

0365

User &

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

macewindu@hyenacapitalorg.onmicr...

nancy.admin@hyenacapital.org

nancy.admin@hyenacapital.org

nancy.admin@hyenacapital.org

nancy.admin@hyenacapital.org

Activity

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

User logged in

Timestamps, |IP-addresses,
user, results; some search
capabilities



- ECTION:

Login

<+ Add afilter

Event Description IP Address

Nancy Admin logged in 104.183.139.113

Nancy Admin logged in 104.183.139.113

Nancy Admin failed to login 104.183.139.113

John User logged in 104.183.139.113

John User logged in 104.183.139.113

Nancy Admin logged in 104.183.139.113

Mike Smith failed to login 104.183.139.113

Mike Smith failed to login 104.183.139.113

Mike Smith failed to login 104.183.139.113

OGINS (GSUIT

Jan 15, 2020, 2:45:05 PM PST

Jan 15, 2020, 9:19:39 AM PST

Jan 15, 2020, 9:19:19 AM PST

Jan 14, 2020, 11:45:22 AM PST

Jan 14, 2020, 11:44:45 AM PST

Jan 10, 2020, 9:15:07 AM PST

Jan 9, 2020, 8:32:52 AM PST

Jan 9, 2020, 8:32:35 AM PST

Jan 9, 2020, 8:32:31 AM PST

Nancy Admin logged in 2600:8802:2000:2360:dd83:4539:da%f.ec Jan 9, 2020, 12:41:36 AM PST

Nancy Admin logged in 104.183.139.113

Jan 8, 2020, 2:12:50 PM PST

Login Type

Google Password

Google Password

Google Password

Google Password

Google Password

Google Password

Unknown

Google Password

Google Password

Google Password

Google Password

Some useful information but
lacking a lot of context



|

Login Time +

1/15/2020 5:28:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:27:30 PM PST
1/15/2020 5:26:30 PM PST
1/15/2020 5:25:30 PM PST
1/15/2020 5:24:30 PM PST
1/15/2020 5:24:26 PM PST
1/15/2020 5:24:26 PM PST
1/15/2020 5:23:30 PM PST
1/15/2020 5:22:30 PM PST
1/15/2020 5:22:15 PM PST
1/15/2020 5:22:15 PM PST
1/15/2020 5:22:14 PM PST
1/15/2020 5:22:14 PM PST
1/15/2020 5:22:14 PM PST

-CTION:

Username

@obsidiansecurity.com

on@obsidiansecurity.com

mmon@obsidiansecurity.com

@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

"mon@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

mmmon@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

@obsidiansecurity.com

@obsidiansecurity.com

I1@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

@obsidiansecurity.com

@obsidiansecurity.com

on@obsidiansecurity.com

"mmon@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

on@obsidiansecurity.com

Providing more context than some other systems

OGINS

Source IP
52.26..
54.174
54.174
52.26..
54.174
54.174
54.174
54.174
54.174
54.174
54.174
54.174
54.174
52.26..
52.26..
52.26..
54.174
54.174
52.26..
52.26..
54.174
54.174
54.174
54.174
54.174

SALES

Subdivision City
Oregon Boardman
Virginia Ashburn
Virginia Ashburn
Oregon Boardman
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Oregon Boardman
Oregon Boardman
Oregon Boardman
Virginia Ashburn
Virginia Ashburn
Oregon Boardman
Oregon Boardman
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn
Virginia Ashburn

Show me fewer & / ¥ more records per list page

-ORC

Country

United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

Login Type

Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0
Remote Access 2.0

Remote Access 2.0

Status

Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success
Success

Success

Browser

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Platform

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

Application

Demisto
HubSpot
HubSpot
Demisto
HubSpot
HubSpot
HubSpot
HubSpot
HubSpot
HubSpot
HubSpot
HubSpot
HubSpot
Demisto
Demisto
Demisto
HubSpot
HubSpot
Demisto
Demisto
HubSpot
HubSpot
HubSpot
HubSpot
HubSpot

Login URL

login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com
login.salesforce.com

login.salesforce.com



DETECTION: LOGINS SUMMARY

e What should you care about when it comes to logins?
e Admin login times, locations
e Unusual login locations across user population
e Spikes in failed logins for a particular user

e |P or Geo targeting many users (password sprays, credential stuffing, etc)



Date ¥

2019-12-02 15:11:02

2019-11-13 08:07:33

2019-11-13 08:07:32

2019-11-13 08:07:32

2019-11-13 08:07:32

2019-11-06 20:37:50

2019-11-04 14:55:44

2019-10-23 12:16:31

2019-10-23 12:16:30

2019-10-23 12:16:30

2019-10-23 12:16:29

2019-10-23 12:16:29

2019-10-23 12:16:29

2019-10-23 12:16:28

2019-10-23 12:16:28

2019-10-22 20:29:26

IP address

<null>

<null>

<null>

<null>

<null>

<null>

<null>

<null>

<null>

<null>

<null>

-CTION: ACC

User

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital..

john.user@hyenacapital.org

nancy.admin@hyenacapital..

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

nancy.admin@hyenacapital....

=SS /

Activity

Added member to Role

Added member to Role

Added member to Role

Added member to Role

Added member to Role

.. Added member to Role

Added member to group

.. Added member to Role

Added member to Role

Added member to Role

Added member to Role

Added member to Role

Added member to Role

Added member to Role

Added member to Role

Added member to group

PRIV

Item

ben.johnson@hyenacapital....

mmyers@hyenacapital.org

mmyers@hyenacapital.org

mmyers@hyenacapital.org

mmyers@hyenacapital.org

macewindu@hyenacapitalo...

john.user@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

se-demo@hyenacapital.org

ben.johnson@hyenacapital...

ExtendedProperties:

- CHANGES

""Name'':

"Value":

"resultType",
""'Success"

: "auditEventCategory",

: "RoleManagement"

: "nCloud",

""Name':

"Value":

""Name'':

"Value":

"Name':

"Value'":

: "<null>"

"actorContextId",
"fccf267d-8661-42ed-8bd7-8a34a7cf8646"

"actorObjectId",
"f901fa8c-b955-469a-ad49-d960d742867c"

"actorObjectClass",
"User"

: "actorUPN",

: "nancy.admin@hyenacapital.org"

: "actorPUID",

""Name'':

"Value":

"Name':

"Value":

"Name" :

"Value":

: "10037FFEAA677314"

"teamName",
'"MSODS."

"targetContextId",
"fccf267d-8661-42ed-8bd7-8a34a7cf8646"

"targetObjectId",
"6dec3fe0-9127-458d-84d1-ae75b950a3b9"

: "extendedAuditEventCategory",

""Name'':

"Value":

: "Role"

"targetUPN",
"mmyers@hyenacapital.org"

0365



DETECTION: ACCESS / PRIVILEGE CHANGES (G SUIT

Role Assign Role Threat Hunter assigned to user threat.hunter@hyenacapital.net Nancy Admin Sep 11,2019, 2:25:06 PM PDT 104.183.139.113

Role Creation New role Threat Hunter created (role_id: {25916594752323600}) Nancy Admin Sep 11,2019, 2:24:43 PM PDT 104.183.139.113

A license for G Suite product and G Suite Enterprise sku was assigned to the

Assign User License user threat.hunter@hyenacapital.net

Google System Sep 11,2019, 2:23:40 PM PDT

User Creation threat.hunter@hyenacapital.net created Nancy Admin Sep 11,2019, 2:23:30 PM PDT 104.183.139.113

User Suspension rchavali@hyenacapital.net suspended Nancy Admin Oct 29, 2019, 2:28:48 PM PDT 104.183.139.113

A license for G Suite product and G Suite Enterprise sku was assigned to the

Assign User License user rchavali@hyenacapital.net

Google System Oct 29, 2019, 2:23:48 PM PDT

User Creation rchavali@hyenacapital.net created Nancy Admin Oct 29, 2019, 2:23:38 PM PDT 104.183.139.113

A license for G Suite product and G Suite Enterprise sku was revoked from

Revoke User License user rchavali@hyenacapital.net

Google System Oct 29, 2019, 1:25:30 PM PDT

User Deletion rchavali@hyenacapital.net deleted Nancy Admin Oct 29,2019, 1:25:19 PM PDT

New user added

A new user has been added to the domain. Active Send Notification System defined 1/30/19 7:40 PM

User granted Admin privilege

. R Active Send Notification System defined 1/30/19 7:39 PM
A user is granted an admin privilege.




D)

-CTION: ACC

=SS /

RIV]

-G

- SUMMA

RY

e What should you care about when it comes to access / privilege changes?

e New privileges granted! (New admins, additional roles, etc)

e Removal of privileged access (should be rare, want to scrutinize)

e Specific grants, like Mailbox delegation

e |f possible, correlate new accounts to a source of truth (HR system)

e Keep an eye on those contractors, consultants, and service providers



Audit log

Admin

-+ Add afilter
Event Name
Revoke User License

User Deletion
Data transfer request created

User Suspension

Assign User License

User Creation

Revoke User License

User Deletion

Data transfer request created

User Suspension

~CTION: A

Event Description

A license for G Suite product and G Suite Enterprise sku was revoked from
user rchavali@hyenacapital.net

rchavali@hyenacapital.net deleted

Data transfer request created from rchavali@hyenacapital.net to
nancy.admin@hyenacapital.net for apps Drive and Docsl[include private
data),Calendar[release calendar resources],Google+

rchavali@hyenacapital.net suspended

A license for G Suite product and G Suite Enterprise sku was assigned to the
user rchavali@hyenacapital.net

rchavali@hyenacapital.net created

A license for G Suite product and G Suite Enterprise sku was revoked from
user rchavali@hyenacapital.net

rchavali@hyenacapital.net deleted

Data transfer request created from rchavali@hyenacapital.net to
ben.johnson@hyenacapital.net for apps Drive and Docs,Calendar,Google+

rchavali@hyenacapital.net suspended

DMIN ACTIVITY

Admin

Google System

Nancy Admin

Nancy Admin

Nancy Admin

Google System

Nancy Admin

Google System

Nancy Admin

Nancy Admin

Nancy Admin

GSUIT

Date

Oct 29, 2019, 2:29:03 PM PDT

Oct 29, 2019, 2:28:52 PM PDT

Oct 29, 2019, 2:28:48 PM PDT

Oct 29, 2019, 2:28:48 PM PDT

Oct 29, 2019, 2:23:48 PM PDT

Oct 29, 2019, 2:23:38 PM PDT

Oct 29, 2019, 1:25:30 PM PDT

Oct 29, 2019, 1:25:19 PM PDT

Oct 29, 2019, 1:25:07 PM PDT

Oct 29, 2019, 1:25:07 PM PDT

Organization filter Date range

4

IP Address

104.183.139.113

104.183.139.113

104.183.139.113

104.183.139.113

104.183.139.113



DETECTION: ADMIN ACTIVITY (DROPBOX, BOX

Activity

Date range 9/1/2019 to  1/15/2020

People One or more names or emails Participants

| Select All

Filter Action Type

Content Name of file, folder, Paper doc, or showcase

| Application Login

| Application created Admin Login

Activities Changed team member admin ... X  Started trusted team admin se... X  Ended trusted team admin ses... X  Ended admin sign-in-as session X

Started admin sign-in-as sessi... *x  Granted/revoked option to ena... *  Approved user's request to join... X  Declined user's request to join ... X ) Added public key to application || Added Device Association

Verified team domain X  Add activity + || Deleted public key from application Accepted Terms of Service

Enterprise App Authorization Created Failed login

Enterprise App Authorization Updated Login

Enterprise App Authorization Deleted Rejected Terms of Service

No results found 'v] Add login app

| | Automations

__| Removed login activity application

Policies || Created Automation

S| ! Lin | | Removed Device Association
S LS [ ] Deleted Automation

Tasks (v] Login verification enabled

| ] Edited Automation -
Users \v| Login verification disabled

Developer Sandboxes [ Collaboration | Failed Device Trust Check

Ben Johnson Add login app -- an 15, 2020
ben.johnson@hyenacapital.net 38:11 PM

Ben Johnson Add login app Mac Chrome -- Jan 15, 2020
ben.johnson@hyenacapital.net 38:11 PM

[

Obsidian-QE Service: Obsidian-QE Jan 15, 2020

Nancy Admin

nancy.admin@hy:e



Drive

Item Visibility Change: Internal to External

Item name

BJ DO_NOT_GET_L
OST

a DO_NOT_GET_L
OST

BJ DO_NOT_GET_L
OST

a DO_NOT_GET_L
OST

Event Description

Nancy Admin
changed link
sharing visibility
from Anyone with
the link within the
domain to Private
for
hyenacapital.net

Nancy Admin
changed link
sharing access
type from Can
view to None for
hyenacapital.net

Nancy Admin
changed link
sharing visibility
from Private to
Public on the web
for all

Nancy Admin
changed link
sharing access
type from None to
Can view for all

User

Nancy Admin

Nancy Admin

Nancy Admin

Nancy Admin

-CTION:

<+ Add afilter

Date

Oct 29, 2019,
3:25:28 PM
PDT

Oct 29, 2019,
3:25:28 PM
PDT

Oct 29, 2019,
3:25:28 PM
PDT

Oct 29, 2019,
3:25:28 PM
PDT

Event Name

Link Sharing
visibility
change

Link Sharing
Access Type
Change

Link Sharing
visibility
change

Link Sharing
Access Type
Change

ROA

Y SHA

Item Id

1L2VfsYE__XkwUBgw9UB80SLyjznfJrgyugl9SBYy
iGmM

1L2VfsYE__XkwUBgw9U80SLyjznfJrgyugl9SBYy
iGmM

1L2VfsYE__XkwUBgw9U80SLyjznfJrgyugl9SBYy
iGmM

1L2VfsYE__XkwUBgw9UB80SLyjznfJrgyugl9SBYy
iGmM

Iltem Type

Google Docs

Google Docs

Google Docs

Google Docs

Owner

nancy.admin@hyenacapital.net

nancy.admin@hyenacapital.net

nancy.admin@hyenacapital.net

nancy.admin@hyenacapital.net

=S (GSUITE)

Prior Visibility

Anyone with
the link within
the domain

Anyone with
the link within
the domain

Anyone with
the link within
the domain

Anyone with
the link within
the domain

Visibility

Public on the
web

Public on the
web

Public on the
web

Public on the
web



APP

Jan 9, 2020 - Jan 15, 2020

— Select filter

User

nancy.admin@hyenacapital.net

ben.johnson@hyenacapital.net

jondoe@hyenacapital.net

john.user@hyenacapital.net

eddie.nimda@hyenacapital.net

mickjagger@hyenacapital.net

mike.smith@hyenacapital.net

SCOPE

OAuth grant activity by user

emilyevernote@hyenacapital.net

george.harrison@hyenacapital.net

Grants J Grant change Scopes Granted Scope change

6,661 7% 1 25

107 6% 1 25

103 -8% 1 20

103 9% 1 20

103 9% 1 20

Type

Web Application

Google APIs Explorer Web Application

Evernote Web Application

GSuite SA Extended POC Web Application

Slack Web Application

GAM Project Creation Unknown Applicat...

19% 1

25% 1

0%

0%

0%

—CTION: OAUTH / THIRD-PA

RIY A

371608620635-Isbr3prap4hae8klOnetfér...

292824132082.apps.googleusercontent....

447407681759.apps.googleusercontent....

1092078371667-9a3vpnib3pajvqgbqcj8nh...

19570130570-tfuuvh6hutjd09bqb4is5sa...

297408095146-fug707gsjv4ikronOhugpe...

[CATIONS

Privileged OAuth apps

20 privileged OAuth ...

Apps that users gave permissions to. Discovered by
Cloud App Security

M High Medium

App Permission |...

pwnauth High

DROPBOX High

Obsidian Security MS Graph [te... High

My Python App High

Requested services Q

Other

Drive, Gmail, +4

Drive, Calendar, +2

G Suite Admin, Other

Drive, Other

Cloud Platform

Access o

Limited

Limited

Limited

Limited

Limited

Limited



DETECTION: SHARING SUMMARY

e What should you care about when it comes to sharing and third-party apps?
e Sensitive scopes/grants (i.e. full GMail access)
e Sharing externally with no expiration
e Sharing externally with no password or restrictions

e System-level apps that grant access to all accounts



WHAT DOES OBSIDIAN DO (INTERNALLY)?

e SaaS and laaS heavy

e \Worry about threats and excessive risk but try to always say YES to the business

e Visibility, detection, and response mindset

e Enable auditing on SaaS applications, pull telemetry into our own product (you could
connect up to Splunk, Snowflake, Elasticsearch, datalake, etc)

e Enable cloudtrail, similar to SaaS AA

e |P-Geo enrichment (IPs often mean very little but countries or states DO mean something)

e Send GuardDuty and Macie alerts to Slack

e Send all other alerts (Obsidian, Carbon Black, etc) to Slack

e Operators see alerts in Slack and pivot to domain specific tools

e \We correlate either on Identity or IP

e Operators don’t need production access if the right data is flowing to the right place

e Turn review tasks into alert tasks (get to good state and alert on drift/violation)!!!



Q

@ O @

DO

-5 O

595 |

DIAN

DO |

Review file sharing policy. Nancy Admin publicly shared a document with a sensitive title "secret meeting notes - internal".

Validate impossible travel activity. Nancy Admin performed activity in distant locations (United States, Netherlands) in short
time frame from IP-addresses (173.61.136.169, 185.107.95.230) not normally observed for organization or user.

Review file sharing policy. Hannah Guidroz publicly shared a document with a sensitive title "Obsidian-Privileged-Activity-
Monitoring-Solution-Brief.pdf"..

Review insider activity. Nancy Admin downloaded 1236 files. That is unusually high compared to recent user activity.
Review user activity. Nancy Admin logged in via a TOR anonymizing proxy with IP address 23.129.64.209.
Review file sharing policy. Nancy Admin publicly shared a document with a sensitive title "secret plan to win"..

Reset account password. Thomas Anderson failed multi-factor authentication from a new country.

m Monitor

Service
P g
7

salesforce

Salesforce

- XTERNA

LY)?
Q Improve

(3 Resolve tickets. There are many (97) unresolved alert tickets.
G Enable MFA for Administrators. There are 3 Administrators on Google without MFA enabled.

“ Disable basic authentication. There are 4 instances of Microsoft basic authentication use which bypasses MFA.

Review Salesforce hygiene. 18 settings are marked as HIGH RISK.

Review Salesforce hygiene. 4 settings are marked as MEDIUM RISK.

=- Review broadly shared files. There are 7 files shared broadly on Microsoft.

3 Review broadly shared files. There are 11 files shared broadly on Google.

(3 Review external user file access. 5 external users accessed shared files within your system over the past 7 days.

(3 Review stale users. There are 2 users with two or more inactive accounts and no active accounts over the past 30 days.

3 Review users with multiple privileged roles. There are 9 users with multiple privileged roles.

Alerts Accounts Privileged Accounts
Total accounts 1d change Active / inactive accounts Activity (7d) Total accounts 1d change Active / inactive accounts Activity (7d)
0 = Critical 7 6 82% Active 62 | ; 2-3 R 70% Active B 7 o Apr 23
5 High \l, 3 9-3 Q No change n..
58 Others . 14 |, 1 _ 3 No
18% Inactive T DN’ -7.1% _ o 30% Inactive change
0  Critical 62% Active 24 . -4 S Apr 23 76% Active 13 R 3 Apr 23
39 1 - -16.7% 10 ﬂ —_— 61.5%
0 High =
s Y -2.6% 15 2 T 58.8% W . s
0 Others 38% Inactive - ! 20.0% _ — 41% Inactive ™"\ T 71.4%
0  Critical 39% Active 15 | Apr 23 50% Active 6 - Aor 23
38 3 6.7% 4 — change
1 High N
8 \L -7.9% 23 4 _ 1\ 33.3% 6 4
32 Others 61% Inactive v -17.4% 50% Inactive e\ T 66.7%




PLAYBOOK

 Create awareness

e Enable SSO & Require MFA

e Enable Audit logs

e Can you implement conditional access?

e Reduce privileges

e Require passwords / expiration on shared resources and guest accounts
e Adjust human behavior

e Monitor behavior for threats and repeat



OBSIDIAN ©

Thank You

Ben Johnson | ben@obsidiansecurity.com |@chicagoben
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AWS // TAAS

e AWS has added a lot of built-in capabilities

e Security Hub - centralized place

e GuardDuty - continuous monitoring
e |nspector - assessment service

e Macie - classify data

e Access Analyzer - understand access

e AWS is also a BEAST
e | ots of data
e You need to invest time into it
e |nterpreting results from the tools above can still be a lot of work



AWS // CLOUDTRAIL

Services ~ Resource Groups v *

History

‘ cloudtrail\

CloudTrall CloudTrail

Track User Activity and API Usage

Console Home

EC2
AWS RoboMaker

IAM Lightsail
S3 ECR




AWS // CLOUDTRAI

* Cloudtrail logs give you ability to see lots of activity

* They’re often easy to enable

* The question is what to do with them?

 And be careful... first one is free but... charges after that

e Some interesting events to potentially look at:
* ConsolelLogin
 CreateBucket
* Runinstances
* ModifySnapshotAttribute



AWS // ACCESS?

D O R M Q N T Q CCO U N T S 2 3 8 d aAvs KRz {~/ob-work/awshelpers}
§Y7 @ 1 python iam_roles.py
238 days, 440 ¢ TGSl 1710/ :54+00:00, 2017-10-26 16:46:32+00:00, arn:aws:iam-
181 days, 2.°08:1/.856980, w1 2017-07-19 20:54:44+00:00, 2017-12-21 22:19:55+00:00, arn:aws:iam
:I_ 8 :I_ days 87 days, 2:47:05.856980, i, 2017-06-06 22:46:44+00:00, 2018-03-26 18:21:07+00:00, arn:aws:iam::2
79 days, 21:03:43.856980, 1 2017-04-19 21:30:27+00:00, 2018-04-03 00:04:29+00:00, arn:aws:ia
22 days, 4:21:59.856980, aliai . 2018-03-29 15:29:44+00:00, 2018-05-30 16:46:13+00:00, arn:aws:iam:

8 7 da S 17 days, 2:17:28.856980, =, 2017-08-14 21:50:12+00:00, 2018-06-04 18:50:44+00:00, arn:aws:
§Y7 9 days, 3:31:19.856980, =pre=g., 2017-08-23 20:48:46+00:00, 2018-06-12 17:36:53+00:00, arn:aws:iam::21

8 days, 21:33:50.856980, wesua, 2017-09-27 00:16:14+00:00, 2018-06-12 23:34:22+00:00, arn:aws:iam:
8 days, 19:09:25.856980, k==, 2017-10-19 21:04:32+00:00, 2018-06-13 01:58:47+00:00, arn:aws:iam::21
6 days, 15:32:07.856980, &is i, 2017-08-17 20:38:05+00:00, 2018-06-15 05:36:05+00:00, arn:aws:iam:
2 days, 23:32:33.856980, weoom, 2018-05-24 18:41:00+00:00, 2018-06-18 21:35:39+00:00, arn:aws:ia
1 day, 3:24:21.856980, sf=p=,  2017-07-25 23:00:30+00:00, 2018-06-20 17:43:51+00:00, arn:aws:~=~" "

13:27:38.856980, n sila=, 2018-05-18 17:52:18+00:00, 2018-06-21 07:40:34+00:00, arn:aws:iam
4
4
3
3

719 days
22 days
17 days
9 days
8 days

:57:20.856980, swandanharj, 2017-04-19 21:30:27+00:00, 2018-06-21 16:10:52+00:00, arn:aws:
:28:32.856980, #isiaied, 2018-04-03 00:05:28+00:00, 2018-06-21 16:39:40+00:00, arn:aws:ia
:39:43.856980, she=, 2018-01-19 23:06:25+00:00, 2018-06-21 17:28:29+00:00, arn:aws:iam::21
:13:00.856980, w=w, 2018-04-03 19:21:35+00:00, 2018-06-21 17:55:12+00:00, arn:aws:iam::215

Summary

. {
Ch eCkI ﬂ g fO r M FA? "additionalEventData": {

"LoginTo": "https://ap-southeast-1.console.aws.amazon.com/console/home?regic

ConsolelLogin events MFAUSed": "Yes!

"MobileVersion": "No"

)

"awsRegion": "ap-southeast-1",




